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OPTIMIZED CORPORATE
DEFENSE PROGRAMS:
A 5 STEP ROADMAP

SEAN LYONS

The corporate world finds itself staring into an economic abyss
that some believe was of its own making. On reading a recent
Harvard Business Review article entitled “How to Thrive in
Turbulent Markets” (Sull, 2009), I began wondering just how
much the corporate world could potentially learn from the world
of sport. The article suggested that true champions, be they in the
boxing ring or the corporate arena, require both agility and absorp-
tion (qualities normally associated with defensive skills) in order to
prevail. It occurred to me that perhaps it is the different value
placed upon defensive skills that most clearly sets these two worlds
apart.

DEFENSIVE SKILLS: A SPORTING PERSPECTIVE

In team sports in particular there is a real appreciation of the
requirement to focus on both offensive and defensive strategies
and tactics in order to ensure that these are successfully implemen-
ted in the field of play. There is a clear understanding of the rela-
tionships that exist between the interaction of both offensive and
defensive personnel and how collectively as a team there is a
requirement to have an appropriate balance between these two
inter-dependent disciplines. Coaches are aware that in order to be
successful on the field of play, the team as a whole needs to be able
to both attack and defend as required, and be capable of turning
defense into offense and vice versa as the occasion demands. Many
teams have specialist coaches for both their offensive and defen-
sive units and these coaches are dedicated to helping to develop the
diverse skills required in order to execute their strategies and
tactics effectively.

If we are to focus on the defensive unit we see that defensive
coaches are very much aware that the defensive unit as a whole is
made up of individual specialist positions that need to be filled by
players of suitable character and ability. Developing the unit begins
with recruiting the required squad of individuals and by coaching
these individuals on the necessary technical skills required. The
selection of the starting line-up is based on the players best suited to
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address the team’s defensive requirements. These selected players
must then be coached on how to play as a cohesive defensive unit.
This unit must then learn to play and interact with the offensive
unit as a team so that all the players involved are contributing to
the greater common goal. Finally the team must learn to continu-
ally develop both its individual and collective skills in order to
constantly improve, and in order to reach the increasingly higher
levels of performance required if they have any ambitions of
achieving success.

The head coach is aware of the necessity for the offensive and
defensive units to be able to operate in unison and therefore his or
her job is to ensure that both of these two units interact as cohe-
sively as possible. He or she recognizes that any success will depend
on blending these two antagonistic yet complementary disciplines,
as winning in team sports generally involves outscoring the opposi-
tion and this requires the performance of both these disciplines.
Successful teams tend to be built on the foundations of a solid
defensive unit; moreover, the higher up the field the defensive
tactics come into play the more protection is offered to its vulner-
able areas. Winning trophies involves a balanced investment in
both those whose role it is to take scores, and those whose role it
is to prevent conceding scores. The secret to sporting success is to
get the right balance between the two.

DEFENSIVE SKILLS: A CORPORATE PERSPECTIVE

Unfortunately, defensive skills in the corporate context are rarely
held in such high regard and a glaring imbalance exists in relation
to the appreciation of the critical requirement for both offensive
and defensive activities. In the corporate world rarely (if ever) are
those with responsgibility for preventing the dollar from going out
the back door held in the same high esteem as those with responsi-
bility for bringing the dollar in the front door. Defensive activities
have traditionally been mocked as ‘“business prevention centers’
(Masters & Tucker, 2009), often considered as no more than pure
cost centers that stood in the way of making money. As we have
seen in recent times the result of such an attitude can be cata-
strophic, the financial tsunami being an obvious example.
Interestingly, although the term ‘“corporate defense” has been in
use for many years and is perhaps intuitively understood, its
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specific meaning can differ from person to person and indeed from
organization to organization. Its precise definition can also vary
depending on the circumstances in which it is applied. Typically it is
addressed only as a reactive response to pending litigation or is
only seen in a very narrow focus such as security or compliance
issues. As a result the very objective of defending the organization
appears not to be fully understood or indeed its requirement not
fully appreciated. While many defense-related activities are
employed by organizations to help to safeguard and mitigate
against risks, threats, and hazards, all too commonly these activ-
ities are very often not managed in a coordinated manner and are
therefore not operating in unison toward common goals and objec-
tives. Frequently they actually operate independently and in isola-
tion of one another in silo-type structures. Ironically, however,
these activities do share a common high-level objective, that of
helping to defend the organization, and therefore it could be said
that they represent different lines of defense, or multiple layers of
defense. Corporate defense therefore in its broadest sense could
be said to represent an organization’s collective program for
self-defense.

THE CRITICAL COMPONENTS OF A PROGRAM
FOR SELF-DEFENSE

Any comprehensive program for self-defense requires a number
of related components to be operating in unison in order to be
successful. Eight core defensive activities that need to be managed
have been identified and are deemed to represent the critical com-
ponents that constitute an organization’s program for self-defense
(Lyons, 2009).

Governance
Risk
Compliance
Intelligence
Security
Resilience
Controls
Assurance

As in the sporting context the entire defensive unit needs to be
managed in a coordinated and cohesive manner before it can suc-
cessfully interact with the other business activities.

Governance

Management of the governance component is required in order to
help ensure there is a system in place to address how the organiza-
tion is directed and controlled, all the way from the boardroom to
the factory floor. It involves specifying the distribution of rights
and responsibilities among different stakeholders and spelling out
the rules and procedures for decision making. It therefore involves
multidimensional layers, both vertical and horizontal, which
reflect the measures and mechanisms in place throughout the orga-
nization for setting and achieving organization objectives and the
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means for monitoring performance. The governance component
therefore not only impacts all of the other defensive components
at strategic, tactical and operational levels but also its impact is felt
throughout the entire enterprise.

Risk

Management of the risk component is required in order to systemi-
cally address how the organization identifies, measures, and man-
ages the risks it is exposed to, whereby risk is understood as the
uncertainty or possibility that an event will occur that can have an
adverse impact on the achievement of the organization’s objec-
tives. Risk management is therefore concerned with addressing
the relationship between potential risks and their related potential
rewards while ensuring that risk exposures are in line with the
organization’s risk appetite. While inherent risk can perhaps be
established in isolation, an organization’s residual risk can only
be satisfactorily determined after considering the organization’s
capabilities in relation to the other critical components.

Compliance

Management of the compliance component is required in order to
help ensure the organization’s activities are in conformance with
all relevant mandatory and voluntary requirements. It involves
clearly defining applicable laws, regulations, codes, best practices
and internal standards, and so on, and how the organization can
demonstrate how it manages to ensure that it is in strict adherence
with all relevant requirements. The management of the compliance
component is both impacted by, or impacts, all of the other critical
components.

Intelligence

Management of the intelligence component is required in order to
help ensure that the organization gets the right information, to the
right person, in the right place, at the right time. It relates to
mechanisms, processes, and systems in operation as an organiza-
tion identifies, gathers, interprets, and communicates the informa-
tion and knowledge available within (and outside) the organization
in order to be in the best possible position to make the timely and
informed decisions that are necessary for the achievement of its
objectives. It refers to both the larger organization’s capacity to
create and use intelligence and the aggregate intelligence capacity
of its stakeholders. The intelligence component is therefore a criti-
cal element in the management of all the other critical components.

Security

Management of the security component is required in order to help
ensure that the organization has the ability to protect their assets
(i.e., people, information, technology, and facilities) from threats
or danger. This involves the ongoing management of both physical
and logical security issues in order to secure the assets of
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the organization. It requires the deterrence, prevention, or pre-
emption of threats facing the organization and mitigating these
threats or minimizing any possible vulnerability that might exist.
Assessing security requirements and planning for appropriate
levels of asset protection involves consideration of each of the
other critical components. Management of the security component
isboth impacted by, or impacts, all of the other critical components.

Resilience

Management of the resilience component is required in order to
help ensure that the organization has the ability to withstand,
rebound, or recover from the direct and indirect consequences of
a shock, disturbance, or disruption. It is about focusing on its ability
to sustain the impact of an emergency or interruption, and its
capacity to recover from a disaster scenario, in order to resume
its operations and continue to provide services with a minimum
impact on performance and productivity. Organizational resilience
relates to sustainability and involves adapting to the constantly
changing business environment. It represents an organization’s
ability to keep its business critical processes, services, and assets
up and running in the face of adversity. The resilience component is
also both impacted by, or impacts, the management of all of the
other critical components.

Controls

Management of the controls component is required in order to help
ensure that appropriate actions are taken by the organization in
order to address risk and in the process help ensure that the orga-
nization’s objectives and goals will be achieved. These actions
include the practices and procedures employed by the organization
in order to provide the board with at least reasonable comfort that
the organization’s objectives will be achieved in an effective,
efficient, and economical manner. The controls themselves may
be either preventative or detective and can be either manual or
automated. The terms control culture or control environment refer
to the continuous operation of controls at all levels within the orga-
nization. The control component therefore has a significant impact
on the management of each of the other critical components.

Assurance

Management of the assurance component is required in order to
help provide a degree of confidence or level of comfort to the stake-
holders of the organization. It involves the independent expression
of a conclusion about the assessment or evaluation of the particular
subject matter against specific pre-defined criteria. This requires
the performance of an objective examination of evidence, in order
to provide an impartial assessment on a particular subject matter.
The assurance component includes an evaluation of both the man-
agement and the operational performance of all of the other critical
components.
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CORPORATE DEFENSE-RELATED ACTIVITIES

Corporate defense is therefore about acknowledging that each of
the aforementioned components are inherently interdependent,
interlinked, and interconnected, and as such all can impact on one
another, leading to what has been referred to as a symbiotic-type
relationship. It also has to be appreciated that these core compo-
nents cover a multitude of defense-related activities, all of which
can require specialist skills, knowledge, and experience. Corporate
defense is about understanding that each individual component
requires varying levels of expertise and it is therefore unreason-
able to expect any one person in an organization to be considered an
expert in all these areas. Examples of the issues addressed by these
components include those listed in Table 1.

Functional Developments in This Area

In recent years in particular there has been significant develop-
ments in each of these defense-related activities, so much so that it

4 )
Table 1 Examples of Corporate Defense Activities
Governance Resilience
® Culture/Environment/Ethics ® Emergency Operations
® Stakeholder Relations ® Crisis Management
® Design/Structure ® Disaster Recovery
® Strategy/Planning ® Contingency Planning
® Corporate Responsibility ® Continuity Management
® Accountability ® |ncident Response Management
® Framework ® Health & Safety
® Methodology ® |nsurance
Risk Management Compliance
® Enterprise Risk ® Regulatory Compliance
® Business Risk ® | egal Compliance
® Strategic Risk ® Workplace Compliance
® Operational Risk ® |ndustry Codes
® Credit Risk (excluded) ® Best Practice Guidelines
® Market Risk (excluded) ® |nternal Standards
Controls Intelligence
® |nternal Controls ® Business Intelligence (B.1.)

® Financial Controls

® Operational/Processing Controls
® Supervisory Controls

® Compliance Controls

® Security Controls

® Preventative/Detective Controls

® Primary/Compensating Controls

Assurance

® |nspection Review

® |nternal/External Audit
® Regulator Review

® Rating Agency Review
® Standards Certification
® Self Assessment Review
® Due Diligence Review
® Fraud Examination

® Forensic Investigation
® |itigation Support

® Asset Recovery

-

® QOperational Intelligence

® Market/Competitive Intelligence
® Knowledge Management

® Content Management

® Record Management

® Document Management

® Filing/Storage/Archiving Management
©® Communication

Security
® Physical Security
® Premises Security
® People Security
® |nformation Security
® Facility Security
® Operations Security
® | ogical (I.T.) Security
® Client Security
® Application Security
® Operating System Security
® Database Security
® Network Security
® Gateway Security
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Figure 1 Functional maturity model.
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has been referred as an evolutionary process that is commonly
described in terms of a maturity model (Figure 1). This evolution
seems to be occurring in practically all of these components,
although some are generally at a more advanced phase of matur-
ity than others. The maturity models applied, of which there are
many variations, are generally based on an adaptation of the
capability maturity model (CMM), which was developed for
defense software purposes by the Software Engineering Institute
(SED at the Carnegie Mellon University in the mid-1980s
(Humphrey, 1989). Derivatives of this maturity model can be
found in practically all of the defense-related activities referred
to earlier.

Phases of Development
The Disparate Phase

Initially the individual business units within the organization tend
to be left to their own devices in developing their approach or
methods in relation to the management of any one of these compo-
nents, representing something of a disparate or fragmented-type
approach. This often results in these approaches being developed
on an inconsistent basis and consequently the management of a
given component across the business units is generally unsyste-
matic and unstructured (e.g., ad-hoc risk management). The
business impact associated with this phase of development is con-
sidered minimum as the activity tends to be performed in an ad-
hoc manner and often operates in a crisis management mode
whereby the business unit is continuously fire-fighting on a day-
to-day basis.
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The Centralized Phase

In order to help develop a more consistent approach organizations
next attempt to consolidate a particular component by introducing
a centralized function. These centralized functions have responsi-
bility for managing the component from a centralized source
requiring specialist skills and expertise (e.g., risk management
function). This phase could be described as 1st generation conver-
gence, pulling related issues together under one umbrella, using a
centralized-type approach. The business impact associated with
this phase of development is improving but is still considered to be
limited. The activity is now seen as a specialist area and is consid-
ered a defined professional discipline within the organization.

The Enterprise-Wide Phase

The next phase of maturity is designed to involve a push to embed
agreed specialist principles and processes associated with the com-
ponent throughout the entire organization or on an enterprise-wide
basis. This promotion of an enterprise approach is an attempt to
help ensure that all areas within the organization are adopting
common practices so that all areas are addressing the relevant
component in a systematic and structured manner (e.g., ERM
program). The business impact associated with this phase of devel-
opment is now considered to be increasing to reasonable as the
organization now agrees on its enterprise objectives and to a
defined set of methodologies that are required to be the standard
or benchmark for a particular component’s activity.

The Integrated Phase

The next phase of maturity involves an organization’s attempt to
integrate the component’s activities by taking advantage of
advances in technology. Such an integrated approach is the natural
progression beyond the enterprise-wide phase to where a compo-
nent’s activities are now integrated, enabling the organization to
effectively manage the activity by migrating from a manual to an
automated environment (e.g., integrated risk solution). By using
available technological solutions it is now becoming possible for
organizations to move toward an end-to-end vertical and horizontal
integration of the component’s activities. The business impact asso-
ciated with this phase of development is now considered advanced
as it becomes possible to report essential measurement metrics
relating to performance and productivity.

The Optimized Phase

The final maturity phase involves the organization focusing on
deliberate process improvement and optimizing the use of the orga-
nization’s resources. This is possible because the organization now
has it people, processes, and systems fully integrated, and its work-
force has now become empowered. The business impact associated
with this phase of development represents the organization’s
opportunity to deliver maximum impact. By constant efforts at
continuous improvement and by adopting accelerated learning
techniques, the organization helps ensure that processes are con-
tinually enhanced and that performance becomes more innovative.
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This phase involves continually improving process performance
through Dboth established and pioneering improvements.
Quantitative and qualitative improvement objectives are deter-
mined, continually revised to reflect changing business objectives,
and used as benchmark criteria in managing improvement. Both
the defined goals and the organization’s set of benchmarks are
targets for constant evaluation and assessment (e.g., optimized
risk management).

Cross-Functional Developments

Given that the aforementioned developments are occurring
across various existing functions this can give rise to certain
cross-functional operational inefficiencies. In an attempt to
address some of the cross-functional issues that arise, similar
developments are now also occurring at a cross-functional level.
What is now emerging is an evolution in cross-functional conver-
gence, in what could be referred to as 2nd generation convergence
in this space. These cross-functional developments represent a
reaction to the functional silo-type environments that have devel-
oped over time within organizations, and represent an attempt to
reduce the resulting operational inefficiencies.

If we look at security management, at a functional level there is
now a move toward a convergence of both physical and logical
security that is made possible by advances in technology. Not
only that, but compliance, risk management, and resilience have
also become integral parts of security management. The term
“Enterprise Security Risk Management’’ is one that is currently
being used by many professionals involved in security roles
(AESRM, 2006). At the same time intelligence is also becoming
more and more integrated into all of these activities, as organiza-
tions recognize that it represents the life blood of any organiza-
tion. We are now hearing terms such as ‘“Enterprise Business
Intelligence” (Eckerson & Howson, 2008) and indeed ‘“Risk
Intelligence” (Apgar, 2006) more and more. In North America in
particular there is now a move beyond enterprise risk manage-
ment (ERM) toward governance, risk, and compliance (GRC),
which has been described by some as compliance management
plus the integration of governance and risk management, and by
others as the coming together of these three areas (OCEG, 2007).
Lately the term “Integrated Assurance Framework’ has emerged
in the controls and assurance environment. An integrated assur-
ance framework is fundamentally concerned with the practical-
ities of bringing together risk, compliance, governance and audit.
This framework represents an attempt to reengineer the
assurance operating model so that values and synergies can be
unlocked. By linking these areas it is hoped that organizations can
create a more dynamic and sustainable assurance model. On the
resilience side, perhaps concepts such as organizational, opera-
tional, and business resilience go even further, as resilience is now
viewed not only as business continuity and disaster recovery
(BCDR) but increasingly in terms of a number of other impera-
tives, which also encompass compliance and risk management as
well as security and intelligence perspectives (IBM, 2004). The
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emerging cross-functional discipline of corporate defense man-
agement (CDM) (Lyons, 2006) is an attempt to go beyond all of
these developments and actually integrate and align the manage-
ment of all eight of the critical components within the one pro-
gram. Thankfully, what is now occurring is a re-thinking of the
restrictive traditional mindset that was perhaps previously our
biggest stumbling block (Knowledge@Wharton, 2009). Future
progress will hopefully be spurred on by the lessons we are now
learning as a result of the current financial crisis (OECD, 2009);
specifically, in relation to weaknesses in our traditional safeguard
systems.

CROSS-FUNCTIONAL MATURITY MODEL:
A 5 STEP ROADMAP

The concept of introducing a corporate defense program that inte-
grates all of these critical components has a definite commonsense
appeal and the presence of a director of Corporate Defense at the
board level would supply the much-needed board counterbalance
(Figure ).

Many commentators have, however, expressed reservations as
to the complexity of implementing such a program. The solution to
this perceived dilemma is, however, perhaps more simple than
many realize. Rather than introducing yet another new frame-
work, organizations need to carefully re-organize their existing
activities into a more efficient structure and actually leverage
from the work already being done. Simply by taking a more strate-
gic cross-functional view, organizations can quite easily apply the
functional maturity model referred to earlier, only this time apply
it in a cross-functional context. The resulting cross-functional
5 step roadmap is briefly outlined as follows.

Step 1: The Disparate Phase

Step 1 is to recognize the organization is currently operating in the
disparate phase. At a cross-functional level this phase represents
an organization with a traditional view of corporate defense as its
defense components tend to operate in silo-type structures. This

Figure 2 Critical components of a corporate defense program. h
Governance
Assurance I Risk
\ —
Controls &' Corporate Defense ~¢——» Compliance
/
Resilience I Intelligence
Security
- J
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means that they are not in alignment with one another, but rather
they operate in isolation as there tends to be little or no interaction,
sharing of information, or indeed collaboration. Frequently there is
also very little cross-functional support among these activities as
each activity is operating toward its own narrow view and
objective, and as a result they can very often be the subject of
internal power struggles. Very often the overall responsibility
and accountability for corporate defense is dispersed or fragmen-
ted, diluted or ambiguous. In certain scenarios it can sometimes
even be non-existent.

The cross-functional organizational value associated with this
phase of development is considered minimum. In fact, as a conse-
quence of this type of traditional mindset, an organization can be
subject to typically negative impacts. Confusion relating to overall
responsibility and accountability can result in omissions or gaps,
and these in turn can create vulnerabilities that can later be
exploited, rendering many other related best efforts ineffective in
the process. Silo-type structures typically result in multiple inter-
sections, duplications, and overlaps of activities that can result in
considerable inefficiencies and unnecessary redundancies from an
operational perspective. In worst- case scenarios the power strug-
gles that can occur from silo-type environments can actually
develop into full-scale turf wars, and this can be extremely detri-
mental to its corporate health and leads to the creation of a dysfunc-
tional organization.

Step 2: The Centralized Phase

Step R is to move toward consolidating all of these critical compo-
nents under one umbrella and introduce a centralized unit or
function. At a cross-functional level this phase represents an
organization that is developing a strategic view of corporate
defense and a, more comprehensive understanding of the complex-
ities of the task of managing the critical components collectively.
There is now recognition of both the links and interconnections
that exist between the organization’s defense-related activities
and the symbiotic nature of their interdependence. There is also
a clearer appreciation of the correlations that exist between these
activities and the possible cascade of consequences that
can result, not only direct 1st order consequences but indirect
2nd and 3rd order consequences that can occur further down
the road.

The cross-functional organizational value associated with this
stage of development is improving but is still considered to be
limited. By converging all of these components under a unified
management approach the organization can help to eliminate any
confusion that may exist in relation to responsibility and account-
ability, which in turn diminishes the potential negative issues that
can result from any lack of clarity. Corporate defense is now recog-
nized as a holistic discipline requiring a strategic focus and begins
to acquire appropriate status and authority within the organiza-
tion. There is also the opportunity to introduce an improved stake-
holder focus in terms of the strategically safeguarding the varying
interests of its multiple stakeholders.
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Step 3: The Enterprise-Wide Phase

Step 3 is to take the organization to the next level by focusing on
ensuring that the organization’s corporate defense philosophy and
standards are tactically embedded into the culture of the enter-
prise. From a cross-functional perspective this phase represents a
move toward a more sustainable approach to defending the organi-
zation as it now knows exactly where it needs to go, knows how to
get there, and recognizes the need to build the required components
into their tactical processes. Agreed standards form the basis for
the consistent application of corporate defense throughout the
organization. The resulting tactical planning will help align defense
policies and best practices and will also help in the education of the
organization.

The cross-functional organizational value associated with this
stage of development is now considered to be increasing to reason-
able as enterprise standards are now in place, enabling the adop-
tion of a coherent approach to corporate defense throughout the
organization. As consistent policies are applied there are now
similar expectations in all areas, as the organization is now able
to manage its corporate defense in a systematic manner, which
means that where intersections do occur they can now be engi-
neered in a structured manner. The result is cost savings associated
with the identification and elimination of duplications, and reduc-
tions in overlaps and redundancies that were inherited from the
silo-type environment.

Step 4: The Integrated Phase

Step 4 represents a move toward a seamless real-time integration
of its corporate defense components. From a cross-functional per-
spective this phase represents both the vertical and horizontal
integration of its people, processes, and systems via a cybernetic
loop that enables the real-time communication of intelligence that is
vital in order to make accurate and timely decisions. This level of
integration facilitates the achievement of both top-down and
bottom-up buy-in among management and staff, which is necessary
to encourage increased operational collaboration and knowledge
sharing across all of the components. It also helps to foster cross-
functional support, which is required to ensure corporate defense
becomes part of the organization’s DNA at a procedural level.
Responding to the business needs of more progressive organiza-
tions, many leading vendors in this space are now developing and
providing end-to-end technology solutions that are enabling this
level of integration to become possible.

At this phase of development an organization now begins to see
superior value being added in this space. The organization now has
fully integrated reporting in place for its corporate defense activ-
ities and has now determined its essential measurement metrics.
This means that goals now become quantifiable and therefore per-
formance becomes more predictable. Using these measurement
metrics, management can now begin to anticipate and evaluate its
corporate defense performance in totality. Management can now
determine methods to modify and amend its corporate defense
procedures to suit particular circumstances without significant

© Copyright 2009 Taylor & Francis—All rights reserved.



At: 19:18 9 October 2009

[informa internal users]

Downloaded By:

JULY 2009

E DP ACS

reductions in quality or divergence from its defined benchmarks.
Its defense activities are now operating in unison toward common
objectives resulting in increased transparency and accountability.
There is now improved process alignment, resulting in further
reductions in associated costs, thus leading to superior efficiency
and effectiveness while at the same time also resulting in enhanced
stakeholder support.

Step 5: The Optimized Phase

Step B represents arriving at the phase whereby the organization is
now optimizing the use of its corporate defense resources. By
further education and partnership the organization begins to
empower its workforce, thus enabling it to unlock its latent poten-
tial. Through this partnership the organization now has the oppor-
tunity to further synchronize and synthesize its cross-functional
activities, creating an optimization of its capabilities. This involves
leveraging operational processes and maximizing the possible
synergies that exist. Optimized processes are flexible, adaptable,
and innovative, dependent on the participation of an empowered
workforce, and the alignment with business values and the objec-
tives of the organization. By focusing on the pursuit of excellence,
practices begin to evolve in a flexible and adaptable way. Through
constant vigilance the organization is now able to accelerate its
reaction times in terms of anticipating, preventing, detecting, and
reacting to potential vulnerabilities, thereby improving its pre-
emptive capabilities and reducing potential liability. By collectively
defending the organization the robustness of its defense program is
hardened, resulting in both increased resilience and ultimately
increased stakeholder comfort.

At this phase of development an organization now begins to
realize optimal value from its defensive investments. Constant
revision results in process streamlining leading to optimal
efficiency and effectiveness and resulting in sustainable value
creation. The effects of the organization’s efforts to improve activ-
ities are now assessed and evaluated against the quantitative and
qualitative improvement benchmarks. The organization’s ability to
rapidly react to changes and identify opportunities is enhanced by
finding ways to accelerate learning and share knowledge. At this
phase, business processes are concerned with addressing root
causes of process exceptions, variations, and anomalies, and con-
tinuously adapting its processes in order to constantly improve
business performance and productivity. This means diminishing
overheads, improved performance, and increased productivity
resulting in a competitive advantage for the organization.

CONCLUSION: THE BUSINESS CASE

It becomes apparent from the aforementioned roadmap that organi-
zations only really begin to derive a positive return on their often
significant investment in defense-related activities once they begin to
arrive at step 3, the enterprise phase, and beyond. Ultimately, in an
increasingly competitive environment this is where successful orga-
nizations need to be. In a time of economic downturn organizations
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need to be optimizing wvalue while minimizing overhead and
redundancy.

The imperative for an organization to implement a comprehen-
sive and holistic corporate defense program becomes more obvious
when one focuses on the potential benefits of such an approach.
Such a program facilitates the alignment of defensive objectives
with the business objectives of the organization in order to help
ensure that both the defensive and offensive units are operating
in unison toward a common vision. A holistic approach to corporate
defense can help provide additional comfort to stakeholders and
help restore confidence in the organization where there once was
doubt. It represents a tangible indication of the adoption of a more
proactive approach to defending stakeholder interests and such an
increased stakeholder focus can result in improved stakeholder
retention. By unifying the management of defense-related activ-
ities an organization creates a more robust defensive unit and
begins to foster a culture of collective responsibility, which is neces-
sary to keep pace with growth, while at the same time meeting
required standards. By accelerating the organization’s reaction
times to potential hazards the organization strengthens its pre-
emptive capabilities, thereby reducing potential vulnerability.
This helps to further protect profitability by eliminating potential
liability in the process. Organizational resilience is maintained by
continuous improvement and constant learning, which can result
in strategic advantage through unlocking the latent potential of the
organization and enabling a genuine pursuit of excellence in
execution. This means leveraging synergies and optimizing
resources through partnership and integration, thus allowing for
increased operational efficiencies and improvements in perfor-
mance and productivity.

It seems the sporting world has been much quicker than the
corporate world to recognize that sustainable success can only be
obtained through a blending of the skill and ability of its defensive
and offensive activities. The adoption of the practical measures
outlines in this article will help address many of the corporate
governance shortcomings already identified and help ensure that
the mistakes of the past will not be repeated again in the future.
I for one look forward to the day when the defense element in the
corporate equation is no longer seen in a negative light but becomes
the normal expectation of its stakeholders in terms of both a busi-
ness requirement and corporate social responsibility.
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